NONOXEHUE O NOPAOKE XPAHEHUA U 3ALLUTDI
NMEPCOHAJIbHbIX AAHHbLIX NOJIb3OBATEJIEUN

1. TepMuHbI M onpeaeneHus

CanT — COBOKYMHOCTb NPOrpaMMHbIX U annapaTHbiX cpeacTte ans ABM, obecneunBatowmnx nydnmkaumo
WMHopMaLMM N AaHHbIX, 00 bEeANHEHHbLIX 00LUM LieNeBbIM Ha3Ha4YeHNeM, MOCPEACTBOM TEXHUYECKNX
CpeAcCTB, NpUMeHsieMbIx Ansi cBasn mexay OBM B cetn MHTepHeT. MNog Cantom B CornatueHum
noHnmaetca CanT, pacnonoxeHHsln B cetn MHTepHeT no agpecy: www.preds.ru (www.lk.preds.ru).

MNonb3oBaTenb — Nonb3oBaTenb CeTU VIHTEPHET U, B YacTHOCTK, CaiTa, MMEHLLMIA CBOIO JTINYHYIO
CcTpaHuuy (npodumnb/akkayHT).

®depepanbHbin 3aKkoH (P3) — epepanbHbin 3akoH oT 27 nonga 2006 r. Ne 152 3 «O nepcoHanbHbIX
AaHHbIX».

MNepcoHanbHble AaHHbIe — Nobas MHHopMaUms, OTHOCALLAACH NPAMO UMM KOCBEHHO K OnpeaeneHHOMY
unun onpegensemMomy usmyeckomy nmuy (CyobekTy nepcoHanbHbIX AaHHbIX).

Onepatop — opraHnsauusi, CamoCTOATENbHO UM COBMECTHO C APYrMMUY LI aMKN OpraHmaytoLas
06paboTKy NnepcoHanbHbIX JaHHbIX, a Takke onpeaendwowas uenu obpaboTkm nepcoHanbHbIX AaHHbIX,
noanexatumx obpaboTtke, AencTBuUs (onepawumm), CoBepLIaeMble C NEPCOHANBbHBIMU AaHHBIMU.
OnepaTopom aBnsitoTcsA: Coto3 No CoAenCTBUIO U 3aLLMTe NpaB U 3aKOHHbIX MHTEPECOB OAYHUKOB U
cagoBoaoB «Coto3 gayHunkor MoamockoBbsi» pacrnonoXeHHbIn no agpecy: 143402, MockoBckas 06n,
r.KpacHoropck, yn.PedHas, 0.9A n Hekommepuyeckoe MNMapTHEpcTBO « MyHuumnanuteT.UHpO»
pacnonoxeHHoe no agpecy: 141018 Poccnst MockoBckasi 0611, r.Mbituwum, yn. Cykpomka, cTp.7.

O6paboTka nepcoHanbHbIX AaHHbIX — Ntoboe AencTeme (onepaums) UM COBOKYMHOCTb AENCTBUI
(onepaumn), coBepLuaeMbIxX C UCMOMb30BaHWEM CPeACTB aBTOMaTn3aumm unmn 6e3 cnonb3oBaHNst Takmx
CpeacTB C NepcoHanbHbIMK OaHHbIMK, BKIoYas cOop, 3anucb, cucteMaTnsaumio, HakoneHue,
XpaHeHue, yTouHeHne (0GHOBMEeHne, M3MEHEHUE), U3BNeYeHne, UCNonb3oBaHne, nepegady
(pacnpocTpaHeHue, npefocTaBneHme, 4OcTyn), 06e3nuumBaHue, 6nokupoBaHue, yaaneHue,
YHUUTOXEHME NepCoHarnbHbIX AaHHbIX.

ABTOMaTM3NpPOBaHHas 06paboTka NnepcoHanbHbIX AaHHbIX — 06paboTka NepcoHanbHbIX AaHHbIX C
NMOMOLLIbKO CPEACTB BbIYUCIUTENBHOW TEXHUKM.

PacnpocTpaHeHue nepcoHanbHbIX AaHHbIX — AeNCTBME, HANPaBEHHOE Ha PacKpbITUE NePCOHanbHbIX
[AaHHbIX onpeaeneHHOMY Kpyry nui, No npeaBapuTEnbHOMY COrfacuio, B Criydasx, NpeayCMOTPEHHbIX
3aKOHOM.

npe,D,OCTaBﬂeHMe nepcoHarnbHbIX AAaHHbIX — OencTeus, HanpaBJieHHbl€ Ha pacCKpbiTUE NepCoHalIbHbIX
OaHHbIX onpegeneHHoOMY nuuy nnu onpenerieHHomMy Kpyry JnuL.

BrnoknpoBaHMe NnepcoHanbHbIX AaHHbIX — BpEMEHHOe NpekpalleHne obpaboTkm NepcoHarnbHbIX
AaHHbIX (32 UCKIIYEeHNeM crny4vaeB, ecnv obpaboTka Heobxoanma Ans yTOYHEHMS NePCOHarbHbIX
OaHHbIX).

YHUUTOXEHME nepcoHarnbHbIX AAHHbIX — OencTeus, B pes3ynbTaTte KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM
BOCCTaHOBUTb coaepXaHne nepcoHalibHbIX AaHHbIX B MHq)OpMaLlMOHHOVI CcucTemMe nepcoHalbHbIX
OaHHbIX W/vnn B pes3ynbTaTe KOTOPbIX YHUYTOXAKTCA MaTepualribHble HOCUTENN NePCOHalbHbIX aHHbIX.

O6e3nnuuBaHue nepcoHalsibHbIX A4AHHbIX — OencTeus, B pe3ynbTaTte KOTOPbIX CTAHOBUTCA
HEBO3MOXXHbIM 6€3 MCnoNb3oBaHNS OOMONHUTENBbHON I/IHd)OpMaLI,I/II/I onpenennTb NPUHaONeXxXHoCTb
nepcoHalrbHbIX AAHHbIX K KOHKPETHOMY Cy6'|:eKTy nepcoHarnbHbIX OAaHHbIX.

MUHdopmaumoHHas cuctema nepcoHanbHbiX AaHHbIX (MCIMOH) — COBOKYNHOCTbL coepXallumxcs B
Dasax AaHHbIX NepcoHanbHbIX AaHHbIX 1 obecneyvmBaoLwmnx nx o6paboTKy MHMOPMALIMOHHBLIX TEXHOMOIUI
N TEXHUYECKMX CPEACTB.

2. O6owume nonoxeHus

2.1. lNonoxeHve 0 nopsake XpaHeHUs 1 3aLuTbl NepcoHanbHbIX AaHHbIX [onb3oBaTenen Canta (ganee
— lMonoxeHune) paspaboTaHo ¢ Lenbto cobnogeHns TpeboBaHun 3akoHogaTensctea PP, cogepxalmx
nepcoHanbHble AaHHble N ngeHTudukauum Nonb3oBaTenen, Haxogawmxcsa Ha Cante.

2.2. NonoxeHue pa3paboTtaHo B cooTBeTCcTBUM ¢ KoHCTUTYuMen P®, MpaxgaHckum kogekcom PO,
AENCTBYIOLLMM 3akoHoAaTenbCTBOM P® B ob6nacTu 3awwmTbl NepcoHanbHbIX AAHHBIX.
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2.3. NonoxeHne yctaHaBnmBaeT nopsagok o6paboTkm nepcoHanbHbIX AaHHbIX [Monb3oBatenen CanTta:
OencTBusa no cbopy, cMctemaTusaLmm, HaKOMMEeHMI0, XpaHeHUo, yTOYHEHUIO (OBHOBNEHNIO, U3MEHEHMIO),
YHUUTOXEHUIO NEePCOHarbHbIX AaHHbIX.

2.4. MNonoxeHne ycTaHaBnmBaeT obsa3aTtenbHble Anst coTpyaHnkos OnepaTtopa, 3a4eNCTBOBaHHbIX B
obcnyxumBaHum CanTta, obime TpeboBaHMa u Nnpasuna no pabote co BCeMn BUAaMun HOCUTENEN
WHpopmMaLmm, coaepxallummmn nepcoHanbHble AaHHble MNMonb3oBatenen Canta.

2.5. B lNonoxeHnn He paccmaTpuBaroTcs BONpockl obecneveHnss 6e30nacHOCTN NePCOHaNbHbIX AaHHbIX,
OTHECEHHbIX B YCTAHOBMEHHOM NOPSAAKE K CBEAEHNSAM, COCTABNSAOLLMM rOCY4apPCTBEHHYO TaliHy
Poccuiickon ®epepauuun.

2.6. Llenamu MNonoxeHunsa asnatTcs:

— obecneyeHune TpeboBaHMiA 3awMTLl NpaB U cBOOOA YenoBeka U rpaxgaHuHa npy obpaboTtke
nepcoHarbHbIX AaHHbLIX, B TOM Y/Cne 3allnTbl NpaB Ha HENPUKOCHOBEHHOCTb yacTHomn XN3HU, NTNYHYIO U
CEMEWHYI0 TalHy;

— VICKITIOYEHMNE HECaHKLVNOHMPOBaHHbBIX AENCTBUI cOTpyaHMKoB OnepaTtopa 1 niobbix TPETbUX NNL MO
cbopy, cuctemaTumauum, HaKOMNNEHUO, XPaHEHWIO, YTOYHEHNIO (OBHOBMNEHMWIO, U3BMEHEHUIO)
nepcoHanbHbIX AaHHbIX, MHbIX (POPM HE3aKOHHOrO BMELLAaTENbCTBa B MHPOPMaLNOHHLIE PECYPChl U
rnokanbHy0 BbluMcnmMTenbHyto ceTb OnepaTtopa, obecneyeHme NpaBoOBOro U HOPMaTUBHOTO pexnma
KOHMAEHUNaNsHOCTN HeJOKYMEHTUPOBaHHON nHdopmaumm MNMonb3osartenen Canta; sawmra
KOHCTUTYLIMOHHBIX MPaB rpaxkgaH Ha NYHy0 TanHy, KOHPMAEHUNaNnbHOCTbL CBEAEHNA, COCTaBNSOLLNX
nepcoHanbHble AaHHble, Y NPeaoTBpaLleHne BO3HNKHOBEHNST BO3MOXHOW Yrpo3bl 6e30nacHoOCTH
Monb3osatenen Canta.

2.7. NpuHumMnbl 06paboTkM NepcoHanbHbIX AaHHbIX:
— 0bpaboTka nepcoHanbHbIX aHHbIX JOIPKHA OCYLLECTBMATLCA Ha 3aKOHHOW U CNpaBeannBoni OCHOBE;

— 0bpaboTka nepcoHarnbHbIX AaHHbIX OIPKHA OrpaHMYMBaTbLCA AOCTWKEHNEM KOHKPETHbIX, 3apaHee
onpederneHHbIX U 3aKoHHbIX uenen. He gonyckaeTtca obpaboTka nepcoHanbHbIX AaHHbIX,
HecoBMecTUMas ¢ Lensmu cbopa nepcoHanbHbIX AaHHbIX;

— He gonyckaeTcsi o6bearHeHne 6a3 AaHHbIX, coaepXKallyxX nepcoHarnbHble AaHHble, 06paboTka KOTOPbIX
OCYLLECTBMSIETCSH B LiENsIX, HECOBMECTUMBIX Mexay cobou;

- o6pa60TKe noaneXat TOJIbKO NepcoHalribHble AaHHble, KOTOPble OTBEeYaloT LUeNnamM Ux O6pa6OTKVI;

— cogepxxaHne n 06bem O6pa6aTblBaeMbIX nepcoHarbHbIX aHHbIX OOJTKHblI COOTBETCTBOBATb
3aABJIEHHbLIM LeNnAam 06p860TKl/|. O6pa6aTb|BaeMb|e nepcoHalribHble AaHHble HE OOJTKHbI ObITb
N30bITOYHBIMW MO OTHOLLIEHMIO K 3asiBNIEHHBIM LIENSAM UX O6pa6OTKl/I;

— npu o6pa60TKe nepcoHasribHbIX OaHHbIX OOJTKHbI ObITb 0OecneyYeHbl TOYHOCTb nepcoHarbHbIX OaHHbIX,
WX AOCTATOYHOCTb, @ B HEOOXOANUMbIX cny4dadx 1 aktyalsibHOCTb MO OTHOLWUEHUIO K Lerndam O6pa6OTKVI
nepcoHaribHbIX OaHHbIX;

— XpaHeHne nepcoHasribHbIX JaHHbIX OOJTKHO OCYLECTBNATbCA HE OO0Jblle, YeM 3TOro Tpe6y+0T uenum
06pa6OTKI/I nepcoHalsibHbIX OaHHbIX, €CJTN CPOK XpaHEeHUA nepCcoHalibHbIX OaHHbIX HE YCTaHOBJIEH
dJenepaanblM 3aKOHOM, 4OroBopom, CTOpOHOVI KOTOPOIo ABJTAETCA Monb3oBaTtens;

- o6pa6aTb|BaeMb|e nepcoHalrbHble AaHHble noanexarTt YHUYTOXEeHUNO nunbo obe3nnumMBaHmio No
OOCTWXEHUN Luenen O6pa6OTKM nnn B criy4ae ytparbl HeobX0AMMOCTU B AOCTUXEHUM ITUX LieNen, ecnu
MHOE He nNpefyCMOTPEeHO CDep,epaanblM 3aKOHOM.

2.8. Ycnosust 00paboTku nepcoHarnbHbIX AaHHbIX.

2.8.1. O6paboTka nepcoHanbHbIX faHHbIX [Monb3oBaTtenen Canta ocyLecTBNAeTCA Ha OCHOBaHWM
MpaxxgaHckoro kogekca P®, KoHctutyuun PO, gencTtBytoLero 3akoHogatensctsa P® B o6nactu 3awmThbl
nepcoHarnbHbIX AaHHbIX.

2.8.2. ObpaboTka nepcoHanbHbIX AaHHbIX HAa CanTe ocyLLeCcTBSETCS ¢ COOMOAEHNEM NPUHLMIMOB U
npaswun, NPeaycMOTPeHHbIX MNonoXxeHnem n 3akoHogaTenscTsoM P®.

O6pa60TKa nepcoHarnbHbIX AaHHbIX OMYCKaeTCAd B ClieyLWnX cry4vyaax:

- o6pa60TKa nepcoHarbHbIX AaHHbIX HeobxoaMma ans ncnosnb3oBaHus Canra, CTOpOHOVI KOTOpOro
saBnsetca Nonb3oBaTens;



- o6p360T|<a nepcoHarbHbIX AAaHHbIX Heobxogmma Onst 3aWmThl XKU3HW, 300poBbA UIMN UHbIX XXKN3HEHHO
BaXXHbIX NHTEPECOB Monb3oBartensa CanTta, ecnu nony4yeHne cornacua HeBO3MOXXHO;

— obpaboTka nepcoHanbHbIX JaHHbIX HeOBXoauMa ANst OCYLLECTBAEHMS NPaB MU 3aKOHHbIX UHTEPECOB
OnepaTtopa vnu TpeTbux nuy, nMbo Ana 4OCTUXEHMS OBLLECTBEHHO 3HAYMMBbIX Liener Npu yCcrnoBumm, 4Tto
npu 3TOM He HapyLuatTca npasa u ceoboapl MNonb3osatenen CanTta;

— 06paboTka nepcoHanbHbIX 4aHHbLIX OCYLLECTBSETCS B CTAaTUCTUYECKNX UMW UHbIX UCCIEA0BATENbCKMX
Lensix, 3a UcknoyeHmem obpaboTkM NepcoHanbHbIX AaHHbIX B LENSX NPOABMKEHUS TOBApoOB, pabor,
YCNyr Ha pbiHKE NyTEM OCYLLECTBIEHMS MPSIMbIX KOHTAKTOB C NOTEHUMarnbHbIMWM NoTpebutensamm c
NMOMOLLbIO CPeaCTB CBSA3M, a Takke B LEeNsX NONMTUYECKON arTaumm, Npy yCnoBumn o6a3aTenbHOro
06e3nnyYnBaHnsi NePCOHasbHbIX AaHHbIX.

2.9. Llenn o6paboTkn nepcoHanbHbIX OaHHbIX.

2.9.1. O6paboTka nepcoHanbHbIX AaHHbIX [lonb3oBaTenen CanTta oCyLLEeCTBNSAETCS UCKITIOYNTENBHO B
uensx npegocrasneHus MNonb3oBaTento BO3MOXHOCTM B3auMmogencrtesoaTb ¢ Cantom.

2.9.2. CeegeHnsAMM, COCTaBNAOLWUMN NepCoHanbHble AaHHble Ha CawnTe, anseTtca nobas nHdopmauums,
OTHOCSLLAACA K ONpeaeneHHOMY Uiy onpeaensiemMomy Ha OCHOBaHUW Takon UHopMauun uanyeckomy
nuuy (cy6bekTy nepcoHanbHbIX AaHHbIX).

2.10. CTOYHMKM nonyYeHnsa nepcoHanbHbIX AaHHbIX [onb3oBaTenen.

2.10.1. NctouHnkom nHdopmaumm 060 Bcex nepcoHanbHbIX AaHHbIX [onb3oBatens sBnsieTcs
HenocpeacTBeHHO caM [Nonb3oBaTens, NMMB0 NMLO UM YNONMHOMOYEHHOE.

2.10.2. AcTo4HMKOM MHOPpMaLMM O NepCoHanbHbIX AaHHbIX [lonb3oBaTens ABNAKTCSA CBeAEHUS,
nony4yeHHble BCrieacTBue npegoctasneHms Onepatopom Nonb3oBaTernto npas nonb3oBaHus CanTom.

2.10.3. MNepcoHanbHble gaHHble MNonb3oBaTenen 0THOCATCA K KOHMAEHUMaNbHON MHGoOpMaLuum
orpaHW4YeHHOro gocTyna.

2.10.4. O6ecneyeHns koH(pMOEHUMANBHOCTM NEePCoHasbHbIX AaHHbIX He TPebyeTcs B criyyae ux
o6e3nnumBaHus, a Takke B OTHOLUEHUM 06LLeAOCTYMHbIX NepCoHanbHbIX AaHHbIX.

2.10.5. Onepatop He UMeeT NpaBa cobupaTtb U 06pabaTbiBaTh NEpcoHarbHble AaHHble MNonb3oBaTtens o
€ro pacoBOI1, HALMOHANbHOW NPUHAANEXHOCTU, NMONUTUYECKNX B3rNaAaX, PeNUrimo3HbIX Um
domnocodckmx yoexaeHnsx, YacTHOM KN3HM, 3a UCKIIOYEHNEM CIyYaeB, NPeayCMOTPEHHbIX
[eiCTBYIOWNM 3aKOHO4ATENIbCTBOM.

2.10.6. OnepaTop He UMeEeT Npasa nony4vaTtb M obpabaTbiBaTh NepcoHanbHble AaHHble Monb3oBaTens o
€ro YneHcTBe B 0OLLECTBEHHbIX 0O bEANHEHNSIX UMM ero NPOGCOI3HON AEATENBHOCTH, 32 UCKMIOYEHMEM
cny4yaeB, NpefycMoTpeHHbIX PefeparnbHbiM 3aKOHOM.

2.11. Cnocobbl 06paboTKM NepcoHarbHbIX AaHHbIX.

2.11.1. MNMepcoHanbHble aaHHble MNonb3oBaTtenen Canta obpabaTbiBaOTCS UCKIMIOYUTENBHO C
1Cnonb3oBaHNeM cpeacTB aBToMaTm3aumm.

2.12. lNpaBa cy6bekToB ([lonb3oBaTenen) nepcoHanbHbIX AaHHbIX.

2.12.1. MNonb3oBaTenb UMeeT NpaBo Ha nony4vyeHue ceegeHuni 06 OnepaTtope, O MECTe ero HaxOXAEeHWs,
0 Hanuynn y Onepartopa nepcoHanbHbIX AaHHbIX, OTHOCALLMXCHA K KOHKPETHOMY CyOBEKTY NEepPCOHarbHbIX
AaHHbIX (Monb3oBaTtento), a Takke Ha O3HAKOMIIEHME C TakKUMU NEPCOHANbHbIMU AaHHbIMU, 3a
WCKITIOYEHMEM CIyYaeB, NPeayCMOTPEHHbIX YacTbto 8 ctatbn 14 depepanbHOro 3akoHa «O
NepcoHarnbHbIX AaHHbIXY.

2.12.2. lNonb3oBaTenb UMeeT NpaBo Ha nony4veHue ot Onepartopa nNpu NMMYHOM obpaLleHnn kK Hemy nNmdo
npu nony4yeHun OnepaTtopoM NMCbMEHHOrO 3anpoca oT lNonk3oBartens cneaytoLen nHpopmMaLmu,
KacatoLLericst 06paboTKM ero nepcoHarbHbIX JaHHbLIX, B TOM YMCHE coaepXKallen:

— noarteepxaeHue akta 06paboTkm NnepcoHanbHbIX AaHHbIX OnepaTopoMm, a Takke Lefb Takown
0bpaboTku;

— NpaBOBblE OCHOBAHMUS U Lien 06paboTkM NnepcoHanbHbIX AaHHbIX;

— uenu n npumeHsiemble OnepaTtopomM cnocobbl 06paboTKM NepcoHarnbHbIX AAHHbIX;



— HanMmeHoBaHne N MeCTO HaxXoXxXaeHnA OnepaTopa, cBeleHna o nuuax (3a UCKIIo4YeHnem pa60THI/IKOB
onepaTopa), KOTOpble UMEIOT O0CTYyN K NepCoHalbHbIM AAaHHbIM UMK KOTOPbIM MOTYT ObITb PaCKpbITbI
nepcoHarnbHble JaHHble Ha OCHOBaHUKX OOorosopa c OnepaTopOM M Ha ocHoBaHUK CDe,u,epaanoro
3aKOHa;

— obpabaTbiBaeMble NepcoHarbHbIe AaHHbIE, OTHOCALLMECS] K COOTBETCTBYIOLLEMY CYObEKTY
nepcoHanbHbIX AaHHbIX, UCTOYHUK UX MONYYEHWSs, €CIN MHOW NOPSA0K NPeAoCTaBNeHUs TakMX AaHHbIX
He npegycmMoTpeH ®eaepanbHbIM 3aKOHOM;

— CpOKu OGpaﬁOTKVI nepCcoHarnbHbIX AaHHbIX, B TOM YUCI1€ CPOKN X XPaAHEHUA;

— NMOPSIAOK OCYLLIECTBINEHMS CyOBbEKTOM NEPCOHarnbHbIX AaHHbIX NpaB, NPeaycMOTpeHHbIX PeagepanbHbiM
3aKOHOM;

— MHdpopMaLMio 06 OCYLLIECTBIIEHHOW UK O NpeanonaraeMoi TpaHCrpaHNYHOM nepeaaye AaHHbIX;

— HauMeHoBaHVe Unn hamunuio, UMsl, OTYECTBO M aapec Nnua, ocyLecTesowero o6paboTky
nepcoHarnbHbIX AaHHbIX MO nopy4eHuio OnepaTopa, ecrnm obpaboTka nopyyeHa unu 6yaeT nopyyeHa
TakoMy nuuy;

— MHble CBeAeHnd, npeagyCMoOTpEHHbIe d)enepaanblM 3aKOHOM uUnn gapyrummn q}eﬂ,epaﬂbelMM 3aKOHaMu;
- Tpe6OBaTb N3MEHEHUA, YTOYHEeHUA, YHUYTOXEHUA VIHCpOpMaLI.I/IVI 0 camom cebe;

— obxanoBaTb HeENMpaBOMEpPHbIE AeNCTBUA unu 6esgenctTane no obpaboTke NepcoHanbHbIX AaHHBIX U
TpeboBaTb COOTBETCTBYHOLLEWN KOMNEHCaUUN B CyAE;

— Ha OonosfiHeHne nepcoHanbHbIX AaHHbIX OUEeHOYHOro Xxapakrepa 3adaBleHneMm, BbipaXxatoLwnm ero
COBCTBEHHYIO TOUKY 3pEHMS;

—onpenenaTtb I'IpeﬂCTaBVITeJ'IeVI Ona 3alnTbl CBOUX NepCoHarbHbIX AaHHbIX;]

— TpeboBaTtb 0T Onepartopa yBegomrieHns 060 Bcex Npon3BefeHHbIX B HAX U3MEHEHUSIX UMK
WCKIMIOYEHMSAX U3 HUX.

2.12.3. lNonb3oBaTtenb umeeT nNpaBo obxxanoBaTtb B YNOMHOMOYEHHOM OpraHe no 3aliuTte npas
CyOGBEKTOB NEepPCOoHarnbHbIX AaHHBLIX UK B cyaebHom nopsigke nencreunsa unm 6esgerncteme Onepartopa,
€Cnn cYMTaeT, YTo NocrneaHumn ocyllecTenseT 06paboTKy ero nepcoHanbHbIX AaHHbIX C HApPYLUEHNEM
TpeboBaHun depepanbHOro 3akoHa «O NepcoHanbHbIX AaHHBIX» UKW UHBIM 00Pa3oM HapyLlaeT ero
npaea u ceoboapl.

2.12.4. MNonb3oBaTerb NepCcoHanbHbIX AaHHLIX UMEET NPaBo Ha 3aLLMTy CBOMX NPaB U 3aKOHHbIX
WHTEPeCcoB, B TOM YMCIe Ha BO3MeLLeHne yObITKOB 1 (Mnn) KOMNeHcaumMio MopanbHOro Bpeja B
cynebHom nopsgke.

2.13. O6sasaHHocT OnepaTtopa.

2.13.1. Mo dakTy nu4Horo obpatyeHns nmbo nNpu NonyyYeHUm NMCbMEHHOro 3anpoca cybbekTa
nepcoHanbHbIX AaHHbIX UNK ero npeacTasutens Onepatop, NPy HanM4YMM OCHOBaHWIN, 0653aH B Te4eHne
30 gHen ¢ gaTbl obpalleHns Nnbo nonydeHuns 3anpoca cybbekTa nepcoHanbHbIX AaHHbIX UK ero
npeacTaBuTenNsi NpegocTaBUTb CBeAeHUs B 06beMe, ycTaHoBneHHoOM PefepanbHbiM 3aKOHOM. Takue
CBeZleHNs AOMKHbl OblTb NpeaocTaBneHbl CyObeKTy NepcoHarnbHbIX AaHHbIX B 4OCTYMHOW hOpMe, U B HUX
He JOSKHbI CoOAepXXaTbCA NEPCOHanbHbIe AaHHble, OTHOCALLMECS K APYTMM CyObekTam nepcoHanbHbIX
AaHHbIX, 32 UCKINOYEHNEM CryyYaeB, eCNN MMEKTCS 3aKOHHbIE OCHOBaHWNSA A1 PACKPbITUSA Takux
nepcoHanbHbIX AaHHbIX.

2.13.2. Bce obpalleHunst cyGbekTOB NepcoHarbHbIX AaHHbIX UMM UX NpeacTaBuUTEeNEN PErNCTPUPYHOTCA B
XKypHane yyeTa obpalleHuii rpaxaaH (CyObekToB NepcoHarnbHbIX A4aHHBLIX) MO Bornpocam 06paboTku
nepcoHarnbHbIX AaHHbIX.

2.13.3. B cnyyae oTkasa B NpefoCTaBNeHUN CyObeKTy NepcoHanbHbIX 4AHHbLIX UIW ero NPpeacTaBUTENIO
npu obpatleHnm nMbo Npu NonyyYeHun 3anpoca CyobekTa NepCcoHanbHbIX AAHHBIX UK €ro
npeacTaBuTens MHOPMaLMn O HaNUYMn NePCOHarnbHbIX AaHHbIX O COOTBETCTBYIOLLEM CyObekTe
nepcoHanbHbIX AaHHbIX OnepaTop 06s13aH AaTb B MMCbMEHHO (hOpMe MOTUBMPOBAHHbIA OTBET,
cofepxaLlumm cCbifky Ha nonoxeHue yactu 8 ctatbn 14 deagepanbHoro 3akoHa «O nepcoHanbHbIX
OAHHBIX» UMM MHOTO (heaepanbHOro 3akoHa, SABMAIOLLEECH OCHOBaHMEM ANSA Takoro oTkasa, B CPOK, He
npesbiwatowmnn 30 gHen co aHA obpalleHnsa cyObekTa NepcoHarnbHbIX AaHHbIX UK ero NpeacTaBuTenNs,
nnbo ¢ gaTel NONyYeHus 3anpoca cybbekTa NepCcoHanbHbIX JAHHbBIX UMW €ro NpeacTaBUTens.



2.13.4. B cnyyae nony4veHuns 3anpoca OT YNOSIHOMOYEHHOro opraHa no 3awmrte npas CyObeKkToB
nepcoHanbHbIX AaHHbIX O MpeAocTaBneHMn MHpopmauum, HeobxoAMMON Ans OCyLLECTBNEHUS
OesaATenbHOCTUN yKazaHHOro opraHa, OnepaTop 0653aH co00LWUTL Takyto UHopmaLuio B
YNONHOMOYEHHbIV opraH B TedeHue 30 gHewn ¢ AaTbl NoNyyYeHns Takoro 3anpoca.

2.13.5. B cnyyae BbIsiBNeHNs1 HenpaBoMepHOM 06paboTkm nepcoHanbHbIX AaHHbIX NPU obpalleHnun unm
no 3anpocy cybbekTa nepcoHasnbHbIX AaHHbIX UK ero NpeacTaBuTens NMbo ynosiHOMOYEHHOIo opraHa
no 3awuTe npaB CybbEeKTOB NepcoHanbHblX AaHHbIX OnepaTop 0653aH ocyLecTBUTbL 6NOKMpOBaHme
HenpaBoMepHO obpabaTbiBaeMbIX NEPCOHaNbHbIX aHHbIX, OTHOCALLMXCA K 3TOMY CYyObekTy
nepcoHanbHbIX AaHHbIX, C MOMEHTa Takoro obpalleHust unm NonyyYeHns ykasaHHoro 3anpoca Ha nepvog
NpOBEPKM.

2.13.6. B cnyyae BbisiBNeHNss HenpaBoMepHON 06paboTKM NepcoHanbHbIX AaHHBIX, OCYLLECTBASEMOM
OnepaTopom, nocnegHuii B CPoK, He NpPeBbILAaLWLNA Tpex pabounx AHEN ¢ AaThl 3TOrO BbiBEHUS,
006513aH NpeKkpaTuUTb HenpaBoMepHyo 06paboTKy NnepcoHanbHbIX AaHHbIX. OO ycTpaHeHUM JONYLLEHHbIX
HapyweHuin OnepaTop 0653aH yBeAOMUTb CyObeKTa NepcoHarnbHbIX AaHHBIX UKW €ro npeacTaBuTens, a
B cny4yae ecnu obpalleHne cybbekTa NnepcoHanbHbIX AaHHbIX UK ero npeacTtasuTenst nmbo 3anpoc
YNONTHOMOYEHHOro OpraHa no 3awuTe nNpaB CyObEKTOB NepcoHarnbHbIX AaHHbIX OblW HanpaBreHbl
YNOMTHOMOYEHHbLIM OPraHoOM MO 3aluTe npaB CyObEKTOB NEPCOHarbHbIX JaHHbIX, TAKKE YKa3aHHbIN
opraH.

2.13.7. B cnyyae goctmkeHus uenn obpaboTkn nepcoHanbHbIX AaHHbIX Onepatop 06s13aH NpekpaTuTb
00paboTKy NepcoHarnbHbIX 4aHHbIX U YHUYTOXWTb NepCoHarnbHble AaHHblE B CPOK, He npeBbiwatowmin 30
pabounx gHewn ¢ gaTbl AOCTWXKEHMS Lienm 06paboTkm nepcoHarnbHbIX AaHHbIX, €CN MHOE He
npeaycMoOTPEHO LOroOBOPOM, CTOPOHOM KOTOPOro ABNAETCH CyOBbEKT NepCOHANbHbIX AaHHbIX.

2.13.8. 3anpelyaeTcsa NpUHATME HA OCHOBaHUW UCKIKOYMTENBHO aBTOMAaTM3NPOBaHHON 06paboTku
nepcoHanbHbIX AaHHbIX PELUEHUIA, MOPOXAALIMX opMandeckne nocneacTemsa B OTHOWEHMN cybbekTa
nepcoHanbHbIX AaHHbIX UM UHBIM 06Pa3oM 3aTparnsBaroLLmMX ero npaBa U 3aKOHHbIE MHTEPEeCHI.

2.14. Pexum koHMAEHUNANbHOCTU NEPCOHarbHbIX AaHHbIX.

2.14.1. Onepatop obecneuynBaeT KOHOUAEHUNANBHOCTL U 6e30MacHOCTb NePCoHasbHbIX AaHHbIX MPU UX
06paboTke B COOTBETCTBUN C TpeboBaHMSIMM 3akoHoAaTenbcTBa PO,

2.14.2. Onepatop He pacKpbiBaeT TPETLUM NMLAM U HE PacrpoCTpaHsieT NepcoHarnbHble AaHHble 6e3
cornacusa Ha aTo cyGbekTa NepcoHarnbHbIX AaHHbIX, ECIW MHOe He NpeaycMoTpeHo ®eaepanbHbIM
3aKOHOM.

2.14.3. B coOOTBETCTBUU C NEPEYHEM NEPCOHANbHLIX AaHHbIX, 0bpabaTbiBaeMbIX Ha canTte,
nepcoHanbHble AaHHble Nonb3oBaTtenen Canta ABnA0TCS KOHUAEHUMANbHON NHOPMaLMEN.

2.14.4. Nnua, ocyuiecTBnsoLWwme 06paboTKy NepcoHanbHbIX AaHHbIX, 0683aHbl cobnoaaTh TpeboBaHus
pernameHTUpyoLWmMX AokyMeHToB OnepaTtopa B YacTu obecneyeHnst KOHOUAEeHUMAaNbLHOCTU 1
6e30NacHOCTU NepcoHanbHbIX AaHHbIX.

3. O6paboTka NnepcoHanbHbIX AaHHbIX

3.1. MNepeyeHb o6pabaTbiBaeMbIX NEPCOHarnbHbIX AaHHbIX [lonb3oBaTene:
— thamununs;

— nvs;

— OTYECTBO;

- nom;

— ajpec no MecTy peructpauuu;

— MOYTOBbLIN aapec;

— MacnopTHbIe AaHHbIE (Cepusi, HOMEP, AaTa Bblgaun);

— Ka4acCTpPOBbIN HOMEP NMpUHaLIexXaLlero 3eMesnibHoro yyacTka B rpaHuuax CHT;
— HomMep MobunbHOro TenedoHa;

— aapec aneKTPOHHOMW NOYThI.

3.2. luua, nmetolLme NpaBo AOCTYNa K NepcoHarnbHbIM AaHHbIM.



3.2.1. NMpaBom JocTyna K NepcoHanbHbIM AaHHbIM Cy6bekToB obnagatoT nuua, HageneHHble
COOTBETCTBYIOLLMMU NOMIHOMOUYUSIMU B COOTBETCTBUN CO CBOUMU CRYKEBHbIMU 06513aHHOCTAMM.

3.2.2. lNMepeyeHb nuu, MMeLWKUX 4OCTYN K NEPCOHANbHbIM AaHHbIM, YTBEPXOAeTCs AUPEKTOPOM
Oneparopa.

3.3. MNMopsiaok 1 Cpokn XpaHeHUs1 NepCcoHarbHbIX AaHHbIX Ha CanTe.
3.3.1. Onepartop ocyLLeCTBNASIET TONIbKO XpaHEHNE NepcoHanbHbIX AaHHbIX [onb3oBaTenen Ha CanTe.

3.3.2. Cpoku xpaHeHWs1 NnepcoHanbHbIX AaHHbIX [onb3oBaTtenen Ha Cante onpeaeneHbl yCNoBUsSMU
My6nuyHomn ocepThl, BBOOATCS B AEACTBUE C MOMEHTA NPUHATUS (akuenTa) YyNOSTHOMOYEHHbIM
npeacTtaButenem lNonb3oBartens gaHHon ocdepTbl Ha CanTe 1 AENCTBYIOT 40 TEX Mop, Noka
lMonb3oBaTenb He 3asiBUT O CBOEM XXeNaHuM yaanuTb CBOM NepcoHanbHble AaHHble ¢ CanTa.

3.3.3. B cnyyae yganeHus gaHHbix ¢ Canta no uHMumaTuBe OgHOM N3 CTOPOH, @ UMEHHO MpeKpaLLeHuns
ucnonb3oBaHusa CanTa, nepcoHanbHble gaHHble MNonb3oBaTens xpaHaTcs B 6a3zax gaHHbix Onepatopa
NATb NeT B COOTBETCTBUM C 3akoHoAaTeNnbcTBoM PO,

3.3.4. Mo ncTeyeHnM BhilLEyKa3aHHOTO Cpoka XpaHeHUs NepcoHarbHbIX AaHHbIX [Nonb3oBaTens
nepcoHarnbHble AaHHble Monb3oBaTens yaansioTcs aBToMaTUYECKM 3a4aHHbIM anropuTMOM, KOTOPbIN
3agaeT Onepartop.

3.3.5. OnepaTtopom He BefeTcs 06paboTka nepcoHarnbHbIX AaHHbIX [onb3oBaTenei Ha GyMaXHbIX
HoCUTENAX MHADopMALIMN.

3.4. bnoknpoBaHne NepcoHanbHbIX AaHHbIX.

3.4.1. Nog 6nokupoBaHMeM NepcoHarnbHbIX AaHHbIX MOHUMAETCa BpeMeHHoe npekpalteHne Onepatopom
onepauun no ux obpaboTtke no TpedoBaHmio MNMonb3oBaTens Npu BbISIBIIEHUM UM HEAOCTOBEPHOCTHU
obpabaTbiBaeMbix CBEOEHWI UM HENPABOMEPHbIX, MO MHEHMWIO CyObeKTa NepCoHanbHbIX AaHHbIX,
OEWNCTBUIA B OTHOLLEHWMW €r0 AaHHbIX.

3.4.2. OnepaTop He nepefaeT NePCoHanbHble AaHHbIE TPETBUM fMUAM 1 He nopy4daeT ob6paboTky
nepcoHanbHbIX AaHHbIX CTOPOHHUM NULAaM 1 opraHunsaumam. MNepcoHanbHble aaHHble Monb3oBaTtenen
Cawita 06pabaTbiBaloT TONbKO COTPYAHMKM OnepaTtopa (agMUHUCTpaTopbl 6a3 AaHHbIX U T. 4.),
AOMNyLLEHHbIe YCTaHOBIEHHbIM NOPSAKOM K 06paboTke nepcoHanbHbIX AaHHbIX [onb3oBaTenei.

3.4.3. bnoknpoBaHne nepcoHarnbHbIX AaHHbIX Ha CailTe OCyLecTBNSEeTCSA Ha OCHOBaHUM NMUCbMEHHOIo
3asBrieHns oT cybbekTa NepcoHasnbHbIX AaHHbIX.

3.5. YHMYTOXEHME NepCoHarbHbIX AaHHbIX.

3.5.1. Noa yHU4YTOXEHNEeM NepcoHarbHbIX AaHHbIX MOHUMAKTCH OENCTBUSA, B pe3ynbTaTe KOTOpbIX
CTaHOBUTCS HEBO3MOXHbIM BOCCTaHOBUTL COAEPXKaHNe NepcoHarnbHbIX AaHHbIX Ha CaiTe n/unu B
pesyrnbTaTe KOTOPbIX YHUYTOXAaKTCA MaTepuanbHble HOCUTENU NEPCOHArbHbIX AaHHBIX.

3.5.2. CybbeKT nepcoHarnbHbIX AaHHbLIX BpaBe B NMMCbMEHHOWN hopme TpeboBaTb YHUUTOXEHMS CBOMX
nepcoHanbHbIX AaHHbIX B Cllyyae, eCnv NepcoHarnbHble AaHHble SBMASAITCA HEMOMHbIMM, YCTapeBLLUUMU,
He0CTOBEPHbIMW, HE3aKOHHO MOSTYYEHHBIMW UMW HE SBMSIOTCS HEOOX0AMMbBIMU NS 3asBEHHON Lenu
00paboTku.

353.B Clny4ae OTCyTCTBUA BO3MOXKHOCTU YHUYTOXKEHNA NepCOHalbHbIX AaHHbIX OnepaTop
ocywlecTBndeT 6J'IOKI/|pOBaHl/Ie TaKuUX NnepcoHalibHbIX AaHHbIX.

3.5.4. YHUUTOXEHMe nepcoHarnbHbIX AaHHbIX OCYLLLECTBMASETCS NyTeM CTUpaHusa nHdopmMaLmm ¢
ncnonb3oBaHMeM cepTUdULIMPOBAHHOIO NPOrpaMMHOro obecneyeHnst ¢ rapaHTUPOBaHHbLIM
YHUYTOXEHWEM (B COOTBETCTBMU C 3a4aHHbIMU XapakTepucTUKaMmn Anst yCTaHOBIIEHHOIo NporpaMmMHoOro
obecrneyeHns ¢ rapaHTMPOBAHHbIM YHUUTOXEHUEM).

4. Cuctema 3awWwmTbl NepcoHanbHbIX AaHHbIX
4.1. Mepbl no obecneveHnto 6€30NacHOCTU NePCOHarbHbIX JAHHbLIX MPU X 0OpaboTke.

4.1.1. Onepatop npu o6paboTke NepcoHarnbHbIX AaHHbIX 0683aH NPMHMMAaTb HEO6X0aUMbIE NPaBOBbIE,
OpraHn3auMoHHbIE N TEXHUYECKNE Mepbl Ui obecnednBaTth X MPUHSATUE ANS 3alUMTbl NEPCOHAaNbHbIX
AaHHbIX OT HENPAaBOMEPHOIO UMW CAy4YanHOro JOCTyNa K HAM, YHUYTOXEHMWS, U3MeHeHWs1, BrokMpoBaHus,
KOMMpoBaHWs, NPefoCTaBeHNsi, pacnpoCTPaHEHNS NEePCOHarbHbIX AaHHbIX, 8 TakKe OT UHbIX
HenpaBOMEPHbIX AENCTBUIA B OTHOLLIEHWNW NepCOoHanbHbIX AaHHbIX.



4.1.2. ObecneyveHne 6e30NacHOCTN NEPCOHAarbHbIX AAaHHbIX 4OCTUraeTcsi, B YHaCTHOCTU:

— onpepeneHvemM yrpo3 6e30nacHOCTM NepCoHasbHbIX AaHHbIX MpY UX 06paboTke B MHPOPMALMOHHbBIX
cucTemax nepcoHanbHbIX AaHHbIX;

— NpUMeHeHnem opraHn3auynoHHbIX N TEXHUYECKUX Mep MNo obecneyeHnto 6e3onacHOCTH nepcoHalibHbIX
OaHHbIX Npn nX O6p860TKe B VIHd)OpMaLI,VIOHHbIX cucrtemMax nepcoHalribHbiX AaHHbIX, HeobxooMMbIX A5is
BbIMOJIHEHNA Tpe6OBaHVIl7I K 3alnTe nepcoHarsribHbIX OaHHbIX;

— NpUMeHeHeM NpoLleLlnX B yCTaHOBNEHHOM MopsAake npolenypy OLUEHKU COOTBETCTBUSA CpeacTs
3aWUThl MHpopMaLUU;

— OLEeHKON Scpq}eKTVIBHOCTVI NPUHMMaeMbIX MeEpP Nno obecneyeHnto 6esonacHoOCTH nepcoHaribHbIX OaHHbIX
00 BBOAa B 3KCrjiyatauyuio MHQ)OpMaLlVIOHHOVI CUCTEMBbI NepCoHalibHbIX AaHHbIX;]

— YY4ETOM MaLLMHHbIX HOCUTENEW NepcoHanbHbIX AaHHbIX;
— 0BGHapyXeHneM (hakTOB HECAHKLIMOHNMPOBAHHOMO AOCTYNa K NePCOHAamNbHbIM AAHHBLIM U MPUHATUEM MEp;

— BOCCTaHOBI1€eHneM nepcoHarnbHbIX OaHHbIX, MOLI,I/I(*)I/ILI,VIpOBaHHbIX Mnn yHNYTOXEeHHbIX BCrneacrteme
HeCaHKUMOHMPOBAHHOIO AOCTYNa K HAM;

— YyCTaHOBMEHWEeM MpaBun 4OCTyNa K NepCcoHanbHbIM AaHHbIM, 06pabaTtbiBaemMbiM B UHOPMALMOHHON
cucTemMe nepcoHarnbHbIX AaHHbIX, a Takke obecnevyeHnem perncTpauumn n yyeta Bcex 4eNCTBUN,
coBepLIaeMbIX C NePCOHarnbHbIMU AaHHBIMW B MHOPMALIMOHHON CUCTEME NEePCOHaNbHbIX AaHHbIX;

— KOHTpOJ1eM 3a NpMHMMaemMbiMnU MepamMun no obecne4veHnto 6e3onacHoCcTU nepcoHarnbHbIX AAHHbLIX U
YPOBHA 3alUNLLIEHHOCTU I/IHCt)OpMaLLVIOHHbIX CuUcTeM nepcoHallbHbIX OaHHbIX.

4.1.3. Ans uenewn NonoxeHusa nog yrpozamu 6€30NacHOCTV NEPCOHAaNbHbIX AHHbLIX MOHUMAETCS
COBOKYMHOCTb YCMOBWI U (hakTopoBs, CO3aatoLLmx ONacHOCTb HECAHKLMOHUPOBaHHOIO, B TOM YMcne
Crny4YanHoro, 4ocTyna K nepcoHarnbHbIM JaHHbLIM, pe3yfbTaToOM KOTOPOro MOryT CTaTb YHUUTOXEHWUE,
n3MeHeHune, 6NokMpoBaHme, KONMMPOBaHue, NpegocTaBeHne, pacnpoCTPaHeHNE NEPCOHANbHbIX AaHHbIX,
a TaKkke MHble HenpaBoMepHble AenCcTBKA NpK nx obpaboTke B MHOOPMAaLMOHHON cucTeme
nepcoHanbHbIX AaHHbIX. [104 ypOBHEM 3aLUMLLEHHOCTU NePCOHarbHbIX AaHHbIX MOHMMaeTCs
KOMMSIEKCHBIN NoKasaTenb, Xxapakrepusyowmn TpeboBaHns, UCNONHEHNe KOTopbix obecneymBaeT
HenTpanusaumio onpeaerneHHbIX yrpo3 6e3onacHOCTU NepcoHanbHbIX AaHHbIX Npu nx obpaboTke B
NHOPMALMOHHOW CUCTEME NepPCOHanbHbIX AAaHHbIX.

4.2. 3awyiaemMble cBeeHNS 0 CyObekTe NepcoHarnbHbIX AaHHbIX.

K 3awuuaembim cBeAEHNAM O Cy6'beKTe nepcoHarnbHbIX AaHHbIX Ha CanTe OTHOCATCA OaHHbIE,
no3pondwwmne I/I,D,eHTVI(bVILI,MpOBaTb Cy6beKT nepcoHarbHbIX OaHHbIX n/vnn Nnony4ynTb O HEM
O0nNoNHUTEe NbHble CBeaeHund, npeyCMOTpeHHble 3aKOHO4aTe IbCTBOM U MonoxeHnem.

4.3. 3awmwaemble 00bEKTbI NEePCOHANbHbLIX AaHHbIX.
4.3.1. K 3awmwaembiM 06bekTam nepcoHarnbHbIX AaHHbIX Ha CariTe OTHOCATCS:

— 00BbeKTbl MH(bopMaTU3aLUN 1 TEXHUYECKME CpeacTBa aBTOMaTU3MpoBaHHOM 06paboTkm Hopmaumm,
cofepxallen nepcoHanbHble JaHHbIE;

— MHOpMaLUOHHbIe pecypchbl (6a3bl AaHHbLIX, hannbl 1 Ap.), cogepxaiime nHdopmaumo oo
MHOPMALIMOHHO-TENEKOMMYHUKaLMOHHBIX CUCTEMAX, B KOTOPbIX LIMPKYNUPYIOT NepcoHarnbHble AaHHble,
0 COObITUAX, NPOM30LLIEALLIMX C yNpaBnseMbiM1 00beKTaMu, 0 NrnaHax obecnedeHnst becnepebonHom
paboTbl 1 Npoueaypax Nepexofa K ynpaBneHUo B aBapUiHbIX pexXmMax;

— KaHanbl CBA3K, KOTOpPble UCMOMb3YTCA ANd nepefadn nepcoHanbHbIX AaHHbIX B BUAE
MHGOPMATUBHbBIX 3MEKTPUYECKUX CUrHaNoB N (pn3nN4eCcKnx nonewu;

— OTYYXX[AaeMble HOCUTEeNM MHopMaLUM Ha MarHUTHOW, MarHUTHO-ONTUYECKON N MHOW OCHOBeE,
npuMeHsaemMble Ans 06paboTkn nepcoHarnbHbIX JaHHbIX.

4.3.2. TexHonornyeckasi uHopmauns 06 MHPOPMALIMOHHBIX CUCTEMAX N ANIEMEHTaX CUCTEMbI 3aLLMUThI
nepcoHarnbHbIX AaHHbIX, NoAnexatlas sawmre, BKNoYvaeT:

— CBeeHna o cucrteme ynpasrieHua 4OCTyrnom Ha 00BbEKTHI I/IHCbOpMaTI/I3aLLVII/I, Ha KOTOpPbIX
ocyulecTBnsieTcs obpaboTka NepcoHanbHbIX AAHHbIX;



— ynpasnswoLiasa nHdopmaLms (KoHpurypaumoHHsle annbl, Tabnuusl MapLUpyTU3aumm, HaCTPONKM
CUCTEMBI 3aLUUTbI U Np.);

— TexHonornyeckas nHdopmauusa cpeacTs JOCTyNa K cucteMam ynpasneHus (ayTeHTUrKkaumoHHas
WHpopmMaLums, KU 1 atpubyThl JOCTYna 1 Ap.);

— XapaKTepuCcTukn KaHanoB CBA3U, KOTOPbIE UCMOJIb3YIOTCA AJA nepenadn nepcoHarbHbIX aHHbIX B
Bunae I/IHd)OpMaTVIBHbIX ANEKTPUYECKNX CUrHarioBs n (bVISVNECKVIX nonewu;

- VIH(*)OpMaLI,VIﬂ O cpencrTeax 3awnTbl NepCoHallbHbIX OAaHHbLIX, UX COCTaBe U CTPYKTYype, npuHuunax n
TEXHUYECKUX peLlleHNAX 3allunThbl;

— cnyxebHble AaHHble (MeTafaHHble) NosiBNsoLWMecs npu pabote NporpaMmMHOro oGecneyeHus,
COOGLLEHMIA U NPOTOKOSOB MEXCETEBOIO B3aMOAENCTBYUS, B pedynibTaTe 06paboTky nepcoHanbHbIX
JAaHHbIX.

44, TpeGOBaHVIﬂ K cuctemMme 3alntbl nepcoHalibHbIX AAaHHbIX.

CucTtema 3awmTbl NEPCOHaNbHbIX AaHHbIX AOMKHA COOTBETCTBOBATL TpeOOBaHUSIM NOCTAHOBNEHMUS
MpaButensctea PP ot 1 Hos10psa 2012 1. Ne 1119 «O6 yTBEpXAeHMM TpeboBaHWI K 3almTe
nepcoHarnbHbIX AaHHbIX NpY UX 06paboTke B MHOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbLIX AAaHHbIX».

4.4.1. Cuctema 3alUmThbl nepcoHarnbHbIX AaHHbIX OOJTXHA obecneynBaThb:

— CBOEBpEeMeHHOe ObHapyxeHve 1 NnpegoTBpaLLeHne HeCaHKLMOHMPOBaHHOrO OCTYNa K NepCoHanbHbIM
AaHHbIM 1 (MK) Nepedayn nx nuuam, He MMELLMM NpaBa JOCTyNa K Takon MHopMauuu;

— HeJonyLeHne BO3AEeNCTBUS Ha TEXHNYECKNE cpeacTBa aBTOMaTU3npoBaHHom 0bpaboTku
nepcoHanbHbIX AaHHbIX, B pe3ynbTate KOTOPOro MoXeT ObiTb HapyLleHO UxX PyHKLUUMOHMPOBAaHNE;

— BO3MOXXHOCTb HE3aMeOJIMTENTbHOIro BOCCTAaHOBJ1EHNA NEePCOHalbHbIX AaHHbIX, MOD,I/I(*)VILI,I/IpOBaHHbIX
NN YHUYTOXEHHbIX BCrieacTBme HeCaHKLMOHMPOBAHHOIO 40CTyNa K HUM;

— NOCTOSIHHbIN KOHTPOIb 3a obecneveHnem YPOBHA 3alULLEHHOCTU NepCoHarbHbIX OaHHbIX.

4.4.2. Cpegcrea 3awmtbl MHOPMALMK, MPUMEHAEMbIE B UHOPMALMOHHbBIX CUCTEMaX, AOIDKHbI B
yCTaHOBMEHHOM NopsiAke NpoXoauTb Npouenypy OLEeHKN COOTBETCTBUS.

4.5. MeToapl 1 cnocobbl 3aLuThl I/IH(bOpMaLI,VIVI B I/IH(bOpMaLWIOHHbIX cucrtemMax nepcoHasnbHbIX OaHHbIX.

4.5.1. MeToapl 1 cnocobbl 3aLWnTbl MHOPMaLUN B MHAOPMALMOHHBLIX CUCTEMAX NepPCOHarbHbIX AaHHbIX
OnepaTtopa AomkHbI COOTBETCTBOBaTb TpebOBaHUSAM:

— npukasa PCTOK PO ot 18 dpepansa 2013 r. Ne 21 «O6 yTBepxaeHun CoctaBa u cogepxaHusi
OpraHn3auMoHHbIX U TEXHUYECKUX Mep No obecnedeHunto 6e30NacHOCTN NepPcoHarnbHbIX AaHHbLIX NPU UX
06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NMEPCOHANBbHBIX AAHHBIXY;

— npukasda PCB Poccun ot 10 mronsa 2014 r. Ne 378 «O6 yTBepxaeHun CocTtaBa 1 cogepxaHus
OpraHn3auMoHHbIX U TEXHUYECKMX Mep No obecnedyeHmnto 6e30nacHOCTU NepPCoHarnbHbIX AaHHbIX NPU NX
06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHASBHBIX AaHHbIX C UCMONIb30BaHUEM CPEACTB
KpunTorpadumyeckon 3amTbl MHGPOPMaLMK, HEO6XOAMMbIX ANS BbINOMHEHWS YCTaHOBINEHHbIX
MpaButensctesoM Poccunckon ®enepaumm TpeboBaHU K 3aLLmMTe NepcoHanbHbIX AaHHbIX AN KaX40ro
13 yPOBHEN 3alUMLLIEHHOCTMY (B crnyvae onpegeneHns OnepatopomM HEO6XOAMMOCTU NCMOSb30BaHMUSA
CPEACTB KpUNTorpanyeckon 3almTtbl MHpopmaumm ana obecneyeHns 6€30NacHOCTM NePCOHaNbHbIX
AaHHbIX).

4.5.2. OCHOBHbIMM MeTOA4aMU U cnocobamm 3almTbl HpOPMaLUM B MHADOPMALIMOHHBLIX CUCTEMAX
nepcoHarnbHbIX AaHHbIX [Monb3oBaTener SBNATCA MeTOAbl U CNOCOObI 3aLUTbl MHOpMaLUun oT
HEeCaHKLUMOHNPOBAHHOIO, B TOM YuCrie Cry4arnHOoro, AoCTyna K nepcoHasnbHbIM AaHHbIM, pe3yrbTaToM
KOTOPOro MOXeT CTaTb YHUYTOXEHUE, U3MEHEHWE, BITOKMPOBaHUE, KOMMPOBaHWNE, pacnpoCTpaHeHne
nepcoHarsbHbIX AaHHbIX, @ TakKe NMHbIX HECAaHKLIMOHNPOBAHHbIX AENCTBUI (ganee — MeToabl U cnocobbl
3awnTbl MHbopmauun ot HCO).

4.5.3. Bbibop 1 peanusauns MeETOA0B U cnocoboB 3alnThl MHopmaumm Ha Cante ocyLLecTBRAETCs B
COOTBETCTBMM C PEKOMEHZALMAMU PErYNATOPOB B obnactu 3awwmTsl MHpopmauun — PCTIOK Poccun
®CB Poccuu, ¢ yyeTtom onpegensiembix Onepatopom yrpo3 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX
(Moaenu yrpos) n B 3aBUCUMOCTHM OT Krnacca MHpOPMaLNOHHON CUCTEMBI.



4.5.4. BolbpaHHble 1 peann3oBaHHbIe METOAbI U CnOCObbI 3awnTbl MHopMaumm Ha Cante JOKHbI
obecneunBaTb HeMTpanu3auuio npeanonaraemMblix yrpo3 6e30nacHOCTU NepCcoHanbHbIX JaHHbIX NPU UX
obpaboTke.

4.6. Mepbl 3aWnTbl MHOOPMALMK, COCTaBMSOLWEN NepcoHarnbHble AaHHbIE.

4.6.1. Mepbl No oxpaHe 6a3 AaHHbIX, COAePXKaLLMX NepCcoHarbHble AaHHble, NpUHUMaemMble OnepaTopom,
JOJDKHbI BKIlOYaTh B cebs:

— onpeagerneHne nepedHd I/IH(bOpMaLI,VIVI, COoCTaBnsoLLEN nepcoHalibHbl€ OaHHbIE;

— orpaHuyeHve gocTyna K MHdopmauun, cogepkaller nepcoHarnbHble aHHble, MyTEM YCTaHOBIIEHUS!
nopsiaka obpalleHusi ¢ 3To MHGopMaLMen n KOHTPOINS 3a cobGnioAeHMEM Takoro nopsiaka.

4.6.2. Mepbl N0 oxpaHe KoHUAEHUNANbHOCTM MHOPMaLMK MPU3HAKTCA pa3yMHO LOCTaTOYHbIMW,
ecnu:

— UCKINK4YaeTca A0CTyN K nepcoHalbHbIM AaHHbIM nobIX TpeTbux nuy, 6e3 cornacus OnepaTopa;

— obecneuymBaeTcs BO3MOXHOCTb UCMOMNb30BaHWUS MHOPMaLIUK, coaepKallen NepcoHarnbHble AaHHble,
0e3 HapyLleHUs1 3aKkoHoA4aTeNbCTBA O NePCOHANbHbLIX AaHHbIX;

— npwu paboTe ¢ [Nonb3oBaTenem yctaHaBNMBaeTCsa Takon nopsaok gencreun Onepatopa, Npu KOTOPOM
obecneynBaeTcs COXPaHHOCTb CBEAEHWI, CoaepXallux nepcoHanbHble AaHHble MNonb3oBaTtens.

4.6.3. [NepcoHanbHble AaHHbIE HEe MOTYT BbITb UCMONB30BaHbI B LieNsiX, NpoTMBopeYaLlnx TpeboBaHnsM
denepanbHOro 3akoHa, 3aLmTbl OCHOB KOHCTUTYLIMOHHOMO CTPOS, HPABCTBEHHOCTH, 340POBbS, Npas U
3aKOHHbIX MHTEPECOB APYrux nuuy, obecnevyeHnss 06opoHbI CTpaHbl u 6e3onacHOCTM rocygapcTBa.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce cotpyanukn OnepaTopa, ocyliecTensowme obpaboTky nepcoHanbHbIX AaHHbIX, 0683aHbI
XPaHUTb TariHy O CBEAEHUSIX, COAepXKaLLMX NepCcoHarnbHble AaHHbIe, B COOTBETCTBUM C [lonoxeHunem,
TpeboBaHusiMn 3akoHoaaTenscTea PO.

4.7.2. lluya, BMHOBHbIE B HapyLlueHun TpeboBaHumn MonoxeHns, HeCyT NpeagyCMOTPEHHYIO
3aKoHoAaTenbCTBOM PP OTBETCTBEHHOCTD.

4.7.3. OTBETCTBEHHOCTb 3a cobnogeHne pexmma nepcoHarnbHbIX AaHHbIX MO OTHOLLUEHWUIO K
nepcoHanbHbIM AaHHbIM, Haxogdwmmes B 6a3ax gaHHbIx Canta, HeCyT OTBETCTBEHHbIE 3a 06paboTKy
nepcoHanbHbIX AaHHbIX.

5. 3aknrounTtenbHble NONOXeHUs

5.1. B cnyyae namMeHeHusa gencTBytoLLero 3akoHogartensctea P®, BHeCceHUs nameHeHuii B HopMaTUBHbIE
AOKYMEHThI MO 3aLLMTe NepcoHarnbHbIX 4aHHbIX HacTosiee NonoxeHne 4eNCTBYET B YacTu, He
NpoTUBOpPEYaLLEN OENCTBYIOLLEMY 3aKOHOAATENBLCTBY 40 NPUBEAEHNS €r0 B COOTBETCTBUE C TAKMMMU.

5.2. Ycnosus HacTosLero MNMonoxeHus ycTaHaBnNuBaloTCA, M3MEHSIIOTCA U oTMeHstoTca OnepaTtopom B
OOHOCTOPOHHEM nopsake 6e3 NnpegsapuTenbHoro ysegomnerus Nonb3osatens. C MomeHTa
pasmeLleHus Ha CariTe HoBoW pegakumu MNMonoxeHns npegpiaylias peaakumns cuntaeTcs yTpaTuBLLEn
cBoOtO cuny. B cnydyae cyLlecTBeHHOro n3aMeHeHus ycrnosui Hactoswero CornaweHns OnepaTop
nssewaeT o6 aTom Nonb3oBaTtenen nytem pasmeLleHms Ha CanTe COOTBETCTBYHOLLENO COOBLLEHNS.

5.3. Ecnn MNonb3oBaTenb He cornaceH ¢ yCcrnoBmsiMu HacTosiLero MNonoxeHns, To OH JOIMKEH
HemefeHHo noTpeboBaTh yaanenusi ceoero npocuns ¢ Canra, B NPOTUBHOM CIly4ae NpoAoiHKeHne
ucnonb3oBaHus Nonb3oBatenem Canta o3HavaeT, 4To Nonb3oBaTenb COrnaceH ¢ yCroBusiMm
HacTtoswero MonoxxerHus.



